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1. Relevance of the topic

Owing to modern regulations and company internal considerations, financial institutions pay
increasingly careful attention to their risks. This systematic approach to operational risk is
relatively novel, given that until the 1990s; the focus had been on credit and market risks.
Operational risk is defined as the risk of loss resulting from inadequate or failed internal
processes, people and systems or from external events (BIS [2004]; EU [2006]; Government
of the Hungarian Republic [2007]). The need for the assessment of operational risk is evident
in view of the increased risk exposure stemming from the complexity of the financial
institution system on the one hand, and regulatory ambitions on the other hand. In the
Hungarian legal order the so-called Basel II-based risk management principles were
implemented as valid from January 2008. One of the main novelties of the regulatory change
is the conscious consideration of operational risk (Government of the Hungarian Republic
[2007]). The set of Hungarian academic publications, research papers in the field of
operational risk is rather limited, for this reason one of the aims of this thesis is to enrich

research on operational risk related to operational risk of the Hungarian banking sector.

Management of operational risks has become one of the new central issues in both Hungarian
and international financial institutional practice in the recent past. Substantial losses
stemming from operational risk events (for instance the recently exposed cases of fraud (e.g.
the fictitious transactions carried out by Jérome Kerviel, incurring losses of several billion
euros for Société Générale, Bernard Madoff’s embezzlement of clients’ wealth worth tens of
billions of dollars or misrepresentation affair related to Goldman Sachs revealed in H1 2010),
inadequate compliance with lending standards on the subprime mortgage market, the fraud
perpetrated by Nick Leeson at Barings Bank in the mid-1990s (for details on the case, see
Jorion [1999]) or the 9/11 terrorist attacks against the WTC in 2001) have contributed to
increased attention being focused on this topic. Although the financial and economic crisis
emerged in 2007 highlighted the role of credit and market risk, some events emphasized
operational risk. It is undeniable that while “the outside world” may be blamed for losses
resulting from financial risks, major part of the operational risks related to the own operation
is in connection with the institution’s internal operation, therefore the responsibility of the

individual institution may be bigger in this respect.



On the one hand, the documents issued by various regulatory bodies serve as a literature
source for operational risk management (pl. BIS' [2004], CEBS? [2006a], BIS [2009a], BIS
[2009b], CEBS [2009], BIS [2011a], BIS [2011b]). The other important source is the
academic literature, which can be divided into two on the basis of being methodology- or
management-oriented (e.g. Cruz [2002] versus Davies [2006], Davies [2007]). The related
literature on methodological issues is often too formalised, and this less practice-oriented
approach results in some deficiencies as well in many cases. Regarding methodology,
procedures using distribution based models (LDA — Loss Distribution Approach) and
scenario based models (SBA — Scenario Based Approach) can be distinguished, while certain
authors recommend a mixture of the two. Due to the current practical relevance, the business
importance, and the continuous development of the topic, in addition to the literature
(articles, academic papers, books), it is by all means important to follow the lectures,
presentations, and conference materials published by financial institutions. Besides the
relative diversity of the international literature, domestic literature is quite poor, it is limited
to only a few studies in addition to the supervisory (HFSA) materials, guidelines. (Amongst
these studies, the articles that appeared in Hitelintézeti Szemle 2007, Issue 4 (Scientific

Bulletin of Hungarian Banking Association) are especially significant™*).

The number of published comprehensive surveys regarding the international operational risk

3

management practice is limited. This may be due to the “young age” of operational risk

management.

One part of international surveys analyse the capital requirement and the recorded losses (e.g.
BIS [2002], BIS [2009a]), while the other part tries to apprehend the best practices (e.g. BIS
[2006], BIS [2009b]). The aforementioned surveys conclude that applied operational risk
management practice is in line with the recommendations regarding the advanced method of

regulation. The best practice amongst the institutions is risk management based on the four

! BIS is the abbreviation for Bank for International Settlements. The Basel Committee on Banking Supervision
(BCBS) operates attached to this institution (not in terms of same organisation, buti n terms of location).

CEBS is the abbreviation for Committee of European Banking Supervisors. Under the European supervisory
reform that took place in 2011, European Banking Authority (EBA) became the successor organisation of CEBS.
3 Available on the Internet in Hungarian, but abstracts are available in English:
http://www.bankszovetseg.hu/bankszovetseg.cgi?p=hatodikevf&r=&l=eng&v=7492926929 (date of download:
01.08.2010.)

As far as I know, the first overview in Hungarian language regarding operational risk was prepared by
Homolya-Kiss [2001]. Marsi [2002] served as an article providing overview on operational risk related ,,Basel”
developments as well. Furthermore, it is worth highlighting Baki-Rajczy-Temesvari [2004], which analyses
operational risks from a special aspect, from the viewpoint of a central bank (i.e. central bank of Hungary).



pillars (internal data, external data, scenario analysis, business and control factors) of risk

measurement.

In the literature, we only find a few examples of the correlation between institution size and
risk management practice. Helbok-Wagner [2006] concludes that in the early stages of
operational risk management (between 1998 and 2001), the institutions with lower
profitability disclosed more detailed data regarding their operational risk profile and
operational risk management practice. This phenomenon could be explained partly by
enhanced need for risk management efforts and transparency of institutions with poorer
profitability performance. Although OpRisk & Compliance [2008] and OpRisk &
Compliance [2009] presents a database consisting of 100 banks in connection with
operational risk management data and methods, these OR&C articles do not contain any

detailed statistical analysis.

Hungarian banks started the systematic management of operational risk mainly as part of the
Basel II process. The regulatory framework to be applied compulsorily from the 1* January
2008 (EU [2006]) allows the application of an approach based on a simpler basic indicator
approach (BIA), a standardised and an alternative standardised approach (TSA + ASA), and
a more complex approach (advanced measurement approach, AMA). A significant part of the
Hungarian banking sector first started the collection of operational risk loss data. At first, the
added value of risk management was hard to release; therefore emphasis was mainly on
regulation and IT initially. Modelling based risk management is in operation only in a few
institutions at the moment. Due to the fact that the Hungarian banking sector is typically
under foreign ownership, the domestic institutions try to approach operational risk
systematically by using the guidelines of parent banks and principles of the “European” “best

practice” (HFSA [2005]).

Relatively few comprehensive analysis has been published on the operational risk practice of
domestic banks to date. The referred Issue 4 of Hitelintézeti Szemle in 2007 (Scientific
Bulletin of Hungarian Banking Association), Issue 4 represents an extensive work, but it
focuses mainly on individual experiences. As far as I know, the operational risk methods
used in the Hungarian banking system has been analysed comprehensively exclusively by
Homolya [2009a]. The article concluded that the “most advanced” approach for the domestic
banking system is the standard approach at present; the major banks (i.e. banks with higher

total assets) use this method like a “foyer” of the advanced measurement approach. As it is



shown by the analysis later in this thesis, several banks made a step ahead from this approach

in the past period.

An important initiative of the members of the Hungarian banking system is the HunOR
Hungarian Operational Risk Database, which started its operation under the aegis of the
Hungarian Banking Association in 2007. Under this data consortium, 12 banks representing
more than 50 per cent of the balance sheet total of the complete banking sector share data
with each other anonymously on operational risk loss events having an effect of more than
HUF 50,000 incurred loss. This initiative means a huge advantage for the participating banks,
as it makes it possible to explore operational risk events specific to Hungary, and creates the
possibility of a comparison with institutions likely to be close to each other regarding their
operational risk profile. HunOR started its operation so as to have all operational risk loss
events after the 1st January 2007 recorded into the database. (The importance of the HunOR

database is discussed in more detail in Homolya-Szabolcs [2008].)

The measurement of operational risk is dominated by LDA modelling based on realised
losses, which examines the already occurred risk events. In my research, I first analyse
whether process based modelling on the one hand confirms, with the application of a
simulation method, the frequency (Poisson) and severity (lognormal) assumptions frequently
used in operational risk modelling, and on the other hand it presents the analysis of a high-
frequency database containing operational failures of ATMs. This is not a typical approach

in the methodology articles on operational risk.

Second, I examine the relationship between losses and the size of the institutions. Although
several articles have been published in international literature analysing a comparison
between operational risk losses and institution size to discover the scalability of losses
between institutions, but no authors have yet prepared such a survey for the loss data of
Hungarian banks. The literature analysing the operational risk data of foreign banks (e.g. Na
et al. [2005], Dahen — Dionne [2007, 2010]) concludes the significance of the relationship
between cumulative losses and institution size (primarily gross income). However, in these
analyses, researchers conclude that the decisive role in the relationship between cumulative

losses incurred in the given period and institution size is played by frequency. I analyse this

> This analysis has already been published in Homolya-Benedek [2008].



correlation in this thesis for the Hungarian banking system as a first analysis® in the relevant

literature.

The third issue examined in this study is the relation between the selected operational risk
management and capital requirement allocation method and the financial data of the
institution (mainly profitability). Although there exist pieces of the literature (e.g. BIS
[2009a], BIS [2009b]) which present overall best practices, but these do not analyse the
underlying driving mechanisms. Therefore, as far as I know, my analyses prepared on the

international, and on the domestic (i.e. Hungarian) samples are novelties’.

6 published the results of the analysis presented in this thesis in Homolya [2011].
"I have already published certain interim results in my own previous publications (Homolya [2009]).



2. Methods applied

In the thesis I examine three hypothesis to be overviewed bellow with the analysis methods

applied.

Hypothesis 1: The “Poisson frequency-lognormal severity” model framework generally
applied in operational risk measurement practice can be justified in a theoretical, stylised

framework as well, and a robust estimation can be made using the observed error points.

Because of the rare nature of high impact operational risk events, process based simulation
methods may imply added value for loss event forecast. I test the correctness of the Poisson-
lognormal model framework most commonly used in operational risk modelling, by
assuming a mean-reverting process and using stochastic simulation. The reason I test this
very process is, that Poisson is the most frequently used framework in modelling the
frequency of operational risk events, and, although the divergence of methods is stronger in
the case of severity, lognormal distribution may be considered the most common (BIS
[2009b]). Different trajectories of the stylised process are simulated by different parameter
settings assuming that in case of hitting critical levels or intervals there is an operational risk
failures. Goodness of fit for operational risk distributions of this framework are tested by
standard statistical methods (e.g. K-S Z). After the hypothesis test, I analyse, on a sample
containing ATM errors, how much the stochastic process back-estimated from errors help
adequate risk estimation. The analysis is based on estimation methods presented in the

theoretical literature and simulations based on them.

Hypothesis 2: The relationship between the operational risk losses incurred in the

Hungarian banking system and the institution size is positive.

A generally valid principle in the case of operational risks is that despite a given risk type is
not present in the loss database of a bank; we cannot unequivocally regard the given risk as if
it was non-existent. These are the types of risks in the case of which it is common to use
expert estimates and scenario analyses, and to consider loss data originating from external

databases.

To utilise external data we need to explore correlations that reveal the relationship between
the characteristics reflecting institution size and the loss parameters, as a result of which

adequate scaling techniques may be applied (regarding the benefits related to sharing



operational risk data Voit [2007] provides a good overview).For international data, the
literature (e.g. Na et al. [2005], Dahen — Dionne [2007, 2010]) empirically supports the
correlation between institution size and operational risk loss, but no such estimate has yet

been made on a domestic (Hungarian banking sector) sample.
I apply descriptive statistics and standard linear regressions for aims of analysis.

Hypothesis 3: Sub-hypothesis A — The more profitable a financial institution is, the more
effort it makes to apply more advanced operational risk methods. Sub-hypothesis B — The
bigger an institution is, the more possibilities it has to apply more advanced operational risk

management methods.

The fundamentals of my research hypothesis are the examination of the elements of risk
management cycles (identification, measurement, monitoring and management) and decision
options (unidentified risks versus identified risks, acceptable risks versus unacceptable risks).
It is worth examining what are the common characteristics of the financial institutions

applying more advanced operational risk approach.

Under the new CRD Directive framework (being compatible with Basel II) obligatory for
every financial institution in the European Union from the 1% January 2008, it is required to
separately allocate capital for operational risk based on the simpler BIA or TSA approaches
or according to the advanced AMA approach based on modelling. Institutions started their
preparation and introduced the methods to be used. However, in the literature, I did not find
any analysis on what features characterise the institutions that use more advanced methods.
My intuition is that the more successful an institution is, the more advanced risk management
methods it uses. The analysis of this hypothesis may be important to understand what might

inspire institutions to apply more advanced risk management methods.

The operational risk management method’s state of advance can be measured by examining
which approach is selected by the institution from the three regulatory approaches (BIA: 1 —
least advanced; TSA: 2 — moderately advanced; AMA: 3 — most advanced).

Profitability indicators: we can measure profitability with the return on assets (ROA) and the

return on equity (ROE).
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Table 1 Methodological framework for analysing hypothesis 3

approach applied

complexity of operational
risk approach (BIA:1-
TSA:2- AMA:3)

— Profitability: ROA and
ROE

individual
institutions' data
based on annual
reports

— Regression
analysis, test of
coefficients, cluster
analysis

— As dependent
variable is ordinal,
instead of standard
linear regression
logistic regression
should be applied

Dependent variable Independent Immediate variables Methodology Way of analysis
variable
State of operational risk Profitability — Proxy for the — Collection of — Inductive (sample

based conclusion for
general terms)

In addition to profitability other aspects may be important regarding the selection of

operational risk approach (size based on total assets, liquidity, etc.); therefore I include these

variables as well in my analysis.

11




3. Results of the thesis
In connection with my first hypothesis the Ornstein—Uhlenbeck process (the so-called OU

process) were used in our model, which is popular in financial mathematics (because of its

relative simplicity). The Ornstein—Uhlenbeck-process can be defined by the following

differential equation: dP, =7 # — > : dt+o dz (for sake of illustration see Figure 1)

where: P : value of P at time t; 7 : speed factor of mean reversion, M: equilibrium rate of

process P; performance level process is to revert to this point, and this is the restarting point
following a catastrophe; o : standard deviation parameter dz: Wiener-process with mean of
0, and standard deviation of 1, p : correlation factor (p) is defined for a dual process; it

represents the alignment of the two processes. (In this case the stochastic elements of the

processes are the following: the stochastic element of the first process is 6-dz, while the

stochastic element of the second process is o -(p z+ /1— 2 dy), where dy and dz are

independent, identical, standard normally distributed Wiener-processes.

The differential equation of the first process is therefore: dP. =7 - ¥, — 2 -dt+o -dz

The second differential equation is: dR, = 7 - M, — R, -dt+ 5 -(p z+ |1 2 dy)

Figure 1 Characterisation of basic OU process with given parameterisation®

P start| P lower Pupper |M| 7 3
- critic critic
1 0.25 2 1 [0.75]|0.25

[t
h
2] | l | : M
i- Allln
| i / |
i
i AL LR a0 0 AR R AR AN _,..fffﬂ L .‘ﬁhu,_P

¢ (time)

Source: Author’s calculations (process values, histogram of output values (Y axis is frequency) and
parameterisation)

8 In the latter part of the thesis, more figures showing simulation results are presented. On the figures, small
tables are indicating parameter settings with the following notions: Pstart indicates the initial value of the
process, P-lower critic: lower threshold value, P-upper critic: upper threshold value M: equilibrium value, n:
speed of reversion, 6: standard deviation parameter
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In a stylised model framework analysed by simulation methods I concluded that the
frequency distribution of operational risk losses can be properly approximated by Poisson
distribution (7able 2); while in the case of loss severity distribution, lognormal distribution did
not show appropriate fit, while the more fat tailed Pareto distribution provided appropriate
goodness of fit (Figure 2). Therefore, only one part of my hypothesis proved to be true. The
distribution of the first hitting time often present in the related mathematical literature shows
complexity in our empirical analyses. We analysed the possibilities of a model-based forecast,
and discovered that a method built from historical data on a small sample may result in biased

values (over- or underestimation).

Table 2 Goodness of fit to the Poisson distribution with different limitation parameters

P-lower | P-upper | K-S Z | Significance
critic critic (2-tailed)
0.25 2 2.129 0
0.5 1.5 0.406 0.996
0.5 0 0.794 0.554

Source: Author’s calculations

Figure 2 Severity distribution and its fit to lognormal and Pareto distribution
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The model estimated for ATM errors present a proper methodological foundation; however,
the back-estimation of the latent risk process may only take place when there is high error
frequency. Back-estimation of the error process from the observed errors requires further

analysis.

In connection with my second hypothesis, I concluded that my empirical analysis supports
that similarly to the foreign banking sectors and banking groups already analysed in the
literature, the correlation between gross income-based institution size and the total operational
risk losses incurred in a given period is significant in the domestic banking sector as well. The
small sample of institutions limits the possibility to draw solid conclusions from the presented
analysis; nevertheless, I ended up with forward-looking results. According to the analysis,
mostly the relationship of the institution size with the frequency parameter can be regarded as
strong, and that with the loss size less strong. In addition, the size of the individual losses is

affected less by institution size, and more by business line or loss type.

Figure 3 Relationship between the logarithms of banks’ yearly operational risk losses and gross
income

y=128x-11.8
R>=0.58 .
*

Logarithm of annual amount
of operational risk losses

Logarithm of gross income

Source: MNB.

In connection with my third hypothesis, I concluded that amongst both the international and
the domestic banks, the larger institutions are more inclined to use more advanced operational

risk management methods, while there is no significant relationship with profitability.
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Table 3 Bank size and profitability indicators versus state of advance in a correlation matrix based
on Kendall tau-b measure (international sample)

Sample of 2008 (end-of-2007

Sample of 2009 (end-of-2008 data)

data)
State of
State of | State of advance advance . .
advance (0= . . T State of advance including
. including (0= simple, N
simple, o - aspiration
_ aspiration 1=advance
I=advanced) d)
Tier 1 capital (mUSD) 0.2706 0.1317 0.35 0.28
Total assets (mUSD) 0.3627 0.2101 0.37 0.27
Return on Average Assets
(ROAA) (%) -0.0342 -0.0564 -0.03 0.02
Return on Average Equity
(ROAE) (%) 0.0516 -0.0147 0.00 0.04

Note: _ refers to significance at the 5% level, _ refers to significance at the 1% level.

Table 4 Choice for operational risk approach and its relationship with size, profitability and capital

adequacy indicators (Hungarian banking sector)

End-of-2010
OR
Correlations approach's N
(Kendall tau b) state of p
advance*

Capital adequacy ratio -0.35 0.04 35
Total assets 0.54 0.00 35

ROE 0.09 0.62

ROA 0.28 0.11

Note: *BIA=0. ; TSA=1; AMA=2

Source: MNB.

Summarising the results of the thesis and the connections thereof (Figure 4), our most

important result is that institution size has an important effect on operational risk exposure

and method selection. That is, larger institutions may potentially incur greater total loss, at the

same time, with the fixed costs related to risk management, they may be more inspired to use

more advanced methods. Higher loss frequency could serve as a basis for more robust risk

estimation results, however co-operation in data consortia also could support increasing

robustness of estimations. Summarily these results are congruous with our basic intuitions,

however, it is important to highlight that altogether, this is a favourable tendency from an

operational-risk-related system risk point of view, since it is important that institutions with

potentially higher system risk influence apply more conscious risk management.
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Figure 4 Results regarding hypotheses discussed in this thesis and their relationship with operational

risk management cycle

Systemic impact

|

Firm size

Hypothesis 1: Fat tails,

data requirements
Hypothesis 3: Incentives
for more advanced
methods

Hypothesis 2: Higher total
losses, higher loss
frequency

Risk
identification

Risk assessment

Risk mitigation Operational risk management

cycle

Monitoring

In today’s financial and economic crisis, with the increasing financial risks, even steady
operational risks further worsen the position of the credit institutions, and on top of that, the
employees of the financial institutions may make more errors in stress situations. As a result
of this, the interaction of various risk types may intensify, operational risk events may cause
credit risk events and vice versa (some kind of endogeneity appears). Furthermore, in today’s
circumstances, legal risk appreciates, since the clients become more sensitive in a more
difficult economic environment, therefore the legal proceedings arising from the
noncompliance with the ethics of fair business conduct (e.g. the selling of too risky products
to clients not informed adequately) may cause severe financial and reputation loss, worsening
the banks’ not so favourable profitability expectations. All this means that operational risk
will continue to play an important role regarding the evaluation of the risks of the banking

sector.
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4. Potential applications of the results presented in the thesis
The individual results of the thesis can be utilised in different ways by the individual
participants affected. The two most important participants from the aspect of the banking

sector’s operational risks are the banks themselves and the authorities acting as supervisors.

The results presented in the simulation model framework and the exploration of the
relationships between the operational risk loss parameters and the institution size indicators in
the domestic banking system may contribute to the development of the operational risk
management practice of banks. The simulation model framework can provide the banks with
an idea to model their risks in a more sophisticated way. The scaling relations presented on
the basis of the loss data of the domestic banking system can help scale the public operational
risk losses from one bank to another on the one hand, and may inspire the members of the
HunOR database operating in the domestic banking system to develop the scaling practice on
the other hand. The overview of the factors affecting the measurement of operational risk as
well as the domestic empirical analysis can help domestic banks to develop their risk
measurement. This is important because the current crisis also highlighted that the more
conscious, more complex risk measurement and risk management mean competitive

advantage.

My results might also be important for the authorities responsible for financial regulation,
supervision. Namely, it helps to understand the driving mechanisms behind the operational
risk exposure of the banking system, the result may support the analysis of operational risk on
system level, and the results of the analyses justify the simpler operational risk capital
allocation methods. Though the relatively short time series and the significant variance of the
data do not make it possible to judge the sufficiency of the level of current operational risk
capital requirement in the domestic banking system, but the described methods may improve
the robustness of the analyses regarding sufficiency with the expansion of the time series.
From a stability point of view, a favourable fact is that larger institutions are more inclined to
use advanced methods. Since larger institutions may have higher impact on system risk, it is
important that institutions more important on the banking sector level apply more advanced
methods. Naturally, the positive impacts are only available if the methods used by the
institutions are transparent enough, and can be extensively validated by the supervisory

authorities.
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