
 

Corvinus University of 

Budapest 

Phd in Business Informatics 

 

 

PHD THESES 

Zoltán Balogh 

 

Collecting personal data 

and profiling on the Internet 

 

 

Supervisor: 

Dr. Péter Racskó 
associate professor 

 

Budapest, 2017  



 2 

 

 

Department of Computer Science 

 

 

 

PHD THESES 

Zoltán Balogh 

 

Collecting personal data 

and profiling on the Internet 

 

Supervisor: 

Dr. Péter Racskó 
associate professor 

 

 

 

© Zoltán Balogh 



Table of Contents 

TABLE OF CONTENTS ......................................................................... 3 

I. RESEARCH BACKGROUND AND THE JUSTIFICATION OF THE 
TOPIC ............................................................................................... 4 

I.1. RESEARCHES .......................................................................... 5 

II. USED METHODOLOGIES ............................................................ 8 

III. RESEARCH RESULTS ................................................................ 11 
III.1. CHARACTERISTICS OF DATA, THAT CAN BE COLLECTED FROM 

DEVICE BROWSERS ............................................................................ 12 
III.2. THE PSYCHOLOGICAL CHARACTERISTICS OF UNIVERSITY 

CITIZENS FROM PRIVACY ASPECTS .................................................... 13 
III.3. RETRIEVAL OF PERSONAL INFORMATION FROM ONLINE DATA

 14 

IV. MAIN REFERENCES .................................................................. 15 

V. LIST OF PUBLICATIONS RELATED TO THE TOPIC ........................ 20 



 4 

I. Research background and the justification of the topic 

As the Internet has become part of our everyday lives, the development 

of web-based applications – mainly the browsers - have also accelerated. This 

has enabled websites to access more and more data about their visitors. By 

consuming any content online, the visitors' preferences and their browsing habits 

have become available to websites. Analyzing this data, the visitor can get 

personalized content, but at the same time their personal characteristics become 

revealed. As a result of personalized content, the phenomenon of "filter bubbles" 

has came to life, in which the user has access to content that matches his 

perceived properties, but has no control over what he can consume and what he 

can not. Due to user profiling, the initial anonymous web is now no longer 

anonymous. 

As a result of technological advancement, the visitor preferences of the 

websites have become known, which has resulted in online recommendation 

systems. For example, the recommendation system of the US online broadcasting 

company – Netflix – influences the content consumption approximately 80% of 

their visitors’. (Carlos & Neil, 2015) That’s why it is not surprising that the 

company is very interested in increasing the efficiency of the algorithms they 

use. Between 2006 and 2009, a $1 million Netflix Award was offered to those, 

who could improve the effectiveness of the so called recommendation system. 

The efficiency of the algorithm developed by the winning team surpassed that by 

10.06%. (Lohr, 2009) Internet service providers are making great efforts to 

profile their customers accurately in order to have a competitive advantage. 

In the field of information acquisition and comsumption, currently there 

is a paradigm shift: while previously users were searching for the information 
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that is relevant to them by using search engines, nowadays, besides using a search 

engine, online services are able to determine whether a particular content might 

be interesting to the visitor, by matching the visitor's preferences and the 

relevance of the contents. By using webpages (search pages, news portals, and 

social sites) that collect relevant informations of the visitors, then applying 

profiling algorithms on them, the visitors implicitly contribute to the collection 

of their detectable features. Based on this data, the website usually offers relevant 

content for their visitors’ personality. In most cases, visitors do not even know 

that their personal data is being collected and there is no way to ignore this 

collection. 

 

I.1. Researches 

In my researches, I was searching for the set of available data of the 

visitors’, that can be used to profile them. Also searched for the way to profile 

them. I have built up my researches as follows: 

The goal of my first research is to examine what visitor data is available 

for the websites from a single domain. In this exploratory research, the personal 

characteritics of the visitors were extracted from the data of the software and 

hardware environment available to the Internet browsers. In the analysis phase, 

only trivial relationships between the visitors and their personal parameters were 

detected, personal characteristics were not found for visitors who did not disclose 

any information about themselves. I also investigated the uncertainty-reducing 

power of parameters available to browsers. The uncertainty-reducing power 

of the data collected of the visitors shows the probability to find the visitor within 

the sample. 
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The second research goal is to put the visitors of the Corvinus University 

of Budapest into clusters based on their personal preferences collected from 

the social networks, then to compare the clusters obtained with the clusters of 

data collected by the myPersonality Project (Stillwell & Kosinki, 2012). 

The research shows how to extract personality traits from the data that 

is voluntarily provided by the visitors, that can be found in the "Like" database 

of the visitors. The personal data was anonymized before performing the 

research. 

The active members of social networks can also express their interest in 

online content by clicking on the "Like" button. This visitor information is 

available on social networks. I analyzed the “Facebook Like” of the citizens of 

Corvinus University of Budapest with the help of a psychological API 

(Kielczewski, 2017), and then I clustered them with unsupervised learning 

methods based on their personal characteristics. The research also explores the 

differences between citizens of the Corvinus University of Budapest and the 

participants of myPersonality Project's personal clusters of personal qualities 

returned by the psychological API. 

My third research goal was to find out how to derive personal 

characteristics from non-personal characteristics of visitors. By using the 

Apriori algorithm (Gautam, Ghodasara, & Parsania, 2014), I analyzed the 

behavior of the citizens of Corvinus University of Budapest in an e-learning 

environment to find out what personal traits can be deducted from their online 

behavior. 

By clustering the visitors into groups based on their personality traits 

can be good for business, because targeted ads can be sent to each individual of 

the group. From the very beginning, one of Facebook's key business strategic 



 7 

pillars is exploiting the potential of the social networking ad space. (Jeffrey, 

2012) Visitors to websites can be categorized based on their business-critical 

features.  
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II. Used methodologies 

I have developed my own data collection application for collecting the 

sample needed for the research. Before the development of the application, I 

thoroughly analyzed the applications that can be found online, as they did not 

meet all of the following criteria 

• be able to save the widest range of available data 

• provide low level of access to the collected data 

• the known blocking applications should not be able to prevent their 

operation 

• the application should not degrade the user experience in any way 

 

The client-side part of the data collection application was written in 

Javascript, while the server-side part was developed in PHP, and the data was 

saved into MySQL database. After data collection part, the data was pre-

processed with Pentaho. (Conversion of the GeoLocation to city and street name 

using Google Maps API, browser type extraction from HTTPUserAgent, 

assignment of the page visits to courses etc.) 

Then I analyzed the personality traits of the citizens of Corvinus 

University of Budapest, obtained from their Facebook Likes (explicitly stated 

preferences via content sharing and likes). In the framework of the research it is 

possible to find out how personal data can be obtained from the data voluntarily 

provided by the visitors, their willingness to share the personal data, and the 

amount of personal data available online. The individuals were arranged into 

clusters based on their personality traits then compared with the clusters of the 

myPersonality Project research. 
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Researchers at the University of Cambridge Psychometrics Center set a 

milestone in online profiling in 2012, with 58,000 volunteer Facebook users who 

completed psychological tests and then their personal information on Facebook 

was analysed. After collating the results of the analyses, they developed an API 

available for everyone that can determine the psychological characteristics of the 

subject of the study, based on his likes on Facebook. (Kosinksi, Stillwell, & 

Graepel, 2013) 

From the Facebook Likes, I acquired personality traits with the Apply 

Magic Sauce Psychological API and saved them in a database linked with the 

visitors’ ID. Then I used the SPSS statistical package for my analyses, in addition 

to the basic statistical calculations, including K-means and hierarchical clustering 

methods. 

In the research of „Psychological Characteristics of University Citizens 

from a Data Protection Point of view”, I have used the personality traits extracted 

from Facebook Likes, the visitors’ behavior in the online behavior and the 

properties of the visitors’ software and hardware environment to conclude 

personality traits. In the sample, the non-personal variables are the elements of 

the attribute set, and the personal variables are the potential class variables. 

During the analysis, I used several classification algorithms, including the 

popular Apriori algorithm, which is able to search for association rules in large 

data sets. (Agrawal & Srikant, 1994) The Apriori algorithm was implemented in 

several data mining applications, and I used the Java-based Weka. (Witten, 

Frank, & Hall, 2011) 

Apriori is an algorithm for frequent item set mining and association rule 

learning. It identifyes the frequent individual items in the database and extending 

them to larger and larger item sets as long as those item sets appear sufficiently 
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often in the database. The algorithm can effectively reduce the number of 

extracted rules, of which only those that are not less than a minimum support will 

be interesting. (Agrawal & Srikant, 1994) There are many different association 

rules for small samples, and the algorithm holds only those that apply to a 

relatively large number of copies.  
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III. Research results 

During my research, I analysed websites accessible from a single domain 

and social networking sites or advertising agencies with links to other websites. 

The conclusions of the research and the reviewed literature for the following 

actors of the web browsing: 

 Individuals visiting websites: relatively few information is only 

available for the single domain websites, from this amount of data, the 

personality trait extraction is limited. For social networking sites and 

advertising agencies, it is much more easier to extract personality traits 

since they have more data on their visitors’. The more accurate the 

visitor's personality traits are known, the more accurate content and 

advertisements can be sent to them, that might lead to the filter bubbles 

phenomenon. To avoid this, it is advisable to consciously use social 

networking sites, search engines and any other web sites, where 

advertising agencies have embedded advertising scripts. 

 Data Protection Authority: the European Union Agency for Cyber 

Security, the European Union Agency for Network and Information 

Security (ENISA) - which was established in 2004 - makes 

recommendations and play a key role in shaping and implementing 

policy considerations for the European Union. (ENISA, 2017) 

 Software Developer / CIO: To prevent the identification of the 

personality traits of the users/visitors, the applications should be 

prepared for the enhanced protections of the information they store. It 

is important to apply the "privacy by design" principle issued by ENISA 

and the frameworks based on it (ISO / IEC 29100) to prepare 
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applications for the protection of information during their design phase. 

(Danezis et al., 2015) 

III.1. Characteristics of data, that can be collected from device 

browsers 

 

The goal of this exploratory research is to show that the web browsers 

and tools available for visitors of websites are accessible from a single domain 

can be used to identify and track the visitors. I analyzed, to what extent the data 

available from the visitor's device browser can contribute to this. 

During a single page load, a few hundred kilobytes of data is available 

for any website, from which valuable data can be extracted with data-mining 

methods, even personal information. This helps to identify and track individuals 

without using their personal information. The available parameters can be 

arranged into the following groups: 

 features of the browser environment 

 features of the software and hardware environment 

 the hardware environment and browser features and 

 constant parameters during an average session. 

As a result, it turned out, that the more variables were used to identify 

the visitors, the greater the total uncertainty reducing power of all the variables 

used. This means that we can identify a device browser used by the visitor with 

a high certainty from the variables of a known population, provided that their 

parameters are known during the session. This also means that if we want to make 

it harder for our followers, it is advisable to use a proxy server for connecting the 

server, share as few parameters as possible with websites and third parties. 
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III.2. The Psychological characteristics of University citizens from 

privacy aspects 

 

From the international data collected by the myPersonality Project and 

my own collection of data of the citizens of the Corvinus University of Budapest, 

I created clusters with unsupervised learning algorithms and compared the 

results. I found that the clusters are made up of individuals of similar personality 

traits. The data collected by the myPersonality Project were mainly citizens of 

the english speaking countries, and in my own research the participants were 

citizens of the Corvinus University of Budapest. 

At the time of my research, the psychological analysis of Facebook likes 

can capture the following traits of individuals: Big5 personality traits, life 

satisfaction, intelligence, age, gender, sexual orientation, interest, political 

attitude, creed and family status. In the description of the Psychological API, the 

certainty (Pearson correlation coefficient) of the previously listed variables can 

be read. According to this description, the age, sex, sexual orientation, interests, 

political views, creed and marital status can be accurately predicted, while the 

Big5 life satisfaction and intelligence can only be predicted with a mediocre 

accuracy. I have run K-means and hierarchical clustering algorithms on both sets, 

resulting in exactly the same clusters, that’s why they can be considered stable. 

In the examined samples (myPersonality Project and Corvinus 

University of Budapest), two very similar clusters can be found: 

 Content publishers with high openness, neuroticism and extroversion, 

who are unlikely to be in relationship with a high capability 

compromises 

 Conscientious individuals are in serious relationship. 
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 The MyPersonality Project model shows a group of individuals who 

spend little time on the social network, presumably they are also present 

in the sample of Corvinus University of Budapest, but not detectable. 

III.3. Retrieval of personal information from online data 

 

The sample collected from the citizens of the Corvinus University of 

Budapest shows a correlation between the personality of the browser and the 

features of the software and hardware environment it uses and the visitor's online 

behavior. 

I have searched for sub-sets of common element sets with the popular 

Aprior algorithm, then I examined those with high confidence and support. 

(Agrawal & Srikant, 1994) The algorithm has found rules with which the 

intelligence and life satisfaction of 10% of visitors can be predicted with high 

confidence. 

These rules are only valid for the current set, and capable to demonstrate 

the potentials in the web-mining algorithms.  
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